Manitou Springs School District 14
405 Ef Monte Place
Manitou Springs, CO 80829
Phone: 719-685-2024  FAX: 719-685-4536

TERMS OF USE AND NON-DISCLOSURE ADDENDUM

THE TERMS OF USE AGREEMENT ("Agreement”) is entered into belween Manitou Springs School District
("District14”) and ("hereinafier referred to as "The Vendor™). Hereafter, each may
be referred to in the singular as, the "Party” or collectively, as the "Parties” in this Agrecment.

WHEREAS, The Vendor by and through name and product(s) mm{bma h’)t

acknowledges and understands that District 14 is required to safeguard the privacy of its students’ educational
records in a manner consistent with the mandates of:
A. FERPA (The Family Educational Rights and Privacy Act ), 20 US.C § 1232g and the applicable
regulations promulgated thereunder.
B. The Colorado House Bili 16-1423 (Student Data Transparency and Security Act) and the applicable
regulations promulgated thereunder.
C.  COPPA (Children’s Online Privacy and Protection Act, 15 U.5C. 6501-6505

WHEREAS, The Vendor agrees that any information given ta it by District 14 in order to perform its services (such
as passwords, E-mail addresses, student demographic data, or financial data). whether provided through electronic
transfer or on physical drives, is the sole property of District 14. Any discovery of information by the Vendor
through accessing personal E-mail, personal files, all privacy act information, images etc during the execution of
Vendor's work remains confidential.

WHEREAS, The Vendor acknowledges and holds harmless District 14 in publishung a list of vendors on its public
websile in non-compliance with these terms of use. District 14 will comply with all state laws in reporting vendors
in non-comphance, to include reporting to the Colorado Department of Education for publication on their public
wehsite. Changes to Vendor's practices, Privacy Policy, or End User License Agreement that conflict with existing
statutes may result in immediate termination of any vendor contract with District 14.

DEFINITIONS

A, “Student Personally Keatifiable Information” (Siudent Pl means mfonination that, alone or in combination,
prersonally identifics an individual student or the student’s parent or lamily, and that is collecied, maintaned, gencraled, or
inferred by a public education entity . either directly ot through a schoot service, or by a school service contmact providet or
school service on-demand provider.

B. “Apgregate dma™ means data collected and reponted al the group, cohon, or institutiona! level that 1s aguregated
using prowocols that are effective for presening the anonymity of cach individual included in the daa




C. “Desouy* mean to overwrile ddta, of usc onnther efTective method of datn destruction. as aecessary e fender the
daia permanently irretrievable fium every data storuge region in which it may be atored Destroy g data does not require an
cnility to physiaally destroy disc drives, servery, or ather data-sisrpge-related hardware

D. “largeted adventising™ means seleving and sendinyg sdvertisements 1o o siudent based on information abiained o
tnferred over time from the student's online behayior, use of apphentions. or persenally Wenufishle information. argeled
adventising™ dues not include

i Advenising to a student;
1, Atun anhine location based on the student’s cunem vint 1o that lecation or in response ke the
siudent’s Tequest for information or feedback.
2. Without the collection and retention of a student's waling achvilies aver time:
1i. Adaptive leamung, personalized leaming, or customized cducation: or o
i, With the consen of 3 student or the student's parent, using the student’s persanulbly identifiahle
information Lo identify: for the student insututions of higher educanon or scholarship providers thal are

seeking students whe meet specific critena

TERMS AND CONDITIONS

Transparency

Ihe Vendor shail pros e clear information that is understandable by a laypenon shout the clements of student personally identifiable
intonmation that the Vendor callects, the leamning purpoe lor which the Vendor callects the student personally identifiable
mformation, and how the Vendot uses and shares the student peesenalls idemtifiable infurmation The information must include afl
student personally identifable information that the Vendor collects regasdless ut whether it s imitially coltected or ultimately beld
mdiadually or in the ngeregate. The Vendor shall prosade the information to Distnct 14 in a format that is easily accessible through o
webnite, with the knowledge that District £ witl past this mformation un their public website. The Vendor shall update the
mformation as necessan W mainfain accuracy, The Vendur shall provide clear notice to Dastrict 14 belure making material changes 1o
us privacy policy far school senices contracted berein The Vendor shatl faciinate access to and commection of amy tactually nace urate
student personally idenutiable information (P11 for Districe 14 a1 the request of the aiTected sludent or lus of her parent,

Usc of data,
(1Ma)The Vendor may collect, use, and share student personally tdennfiable information onfy for the purposes uuthorized in (he
contract between the partics 1 this agreement and ‘or with the consent of the student who is the subject of the infarmation or the
student’s parent
th) The Vendor must obtain the consent of the student or the student’s parent befure using student personally identifiable infonmation
wn a manncr that is materially inconsistent with the Vendor®s privicy policy or materially mconsistent with the contruct briween the
parties that applies to the collection uf the student personally identifiable informalion
(¢) The Vendor will not make use ot and or publish, disclose or otherwise disseminale any of the passwords, student infurmation,
studeny performance data. or financial data supphed and 'or datas stored on the Disinict 147s equipment 1o a third party
(2) The Vendor shall no
(&) Scll student personally identifiable information, except that this prohibition does nut pply 1o the purchase, merger. or uther 1y pe ot
acquisition of the Vendor. or any assets of the Vendur. by anuther entity, so long as the successor eniily cantinues 1o be subject w the
provisions of this comtract with respect fo studeat pervonally identifiable information that the Vendor acguired while subject (v the
provisions of this anicle;
(b) Use or share student personally identifisble information for purposes of 1argeted advertising to students, or
() Use student personally identiliable infornation 1o creale a persanal profile of a student othet than tor supporing purposes
authonzed by the contracting pubbic education entity or with the consent of the student ur the student’s pareni
{3) Nowwithstanding any provision of paragraph (b) | subsection (1) or of subsection (2) of ths section to the 2 contrany
(a) (1) The Vendor may use or disclose student personally sdentifiable sformation 1o

{A) Ensure legal ur regulatory comphance or afier pre-approval from the district tahe peecautions agams hability ;

{B) Respond 10 or participate in the judicial process,

1C) Protect the safery af usen or uthers on the Yendaor's website. online service, online application, ur mobile

application; or
{0)) Investigatc @ maiter related 10 public safery.
tI1) ilthe Vendor uses ar discluses student personally identifiable information us allowed an subparagraph (1) ol this

paragraph (a). the Vendur shall nonhy 13isirict 14 as soon as possible afler the use or disclusure of the inlonnation
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(b} The Vendor may use, or disclose student personally identifizble informatron to, o subcontracter only if the Vendor contractually
requures the subcontractur (o comply with this contract in its entirety 1o include CO 1B 16-1423 sections 22-16- 108 through ;'".‘ ;3' 16
1Y The provisions of this pamgmph (b) apply t the abifity of an il or subsequent subcuntructor to further subcantract 1 Distrct
14 determines that wn indtind or subsequent subcontrctor has commited a material breach uf the contract that invelyves the misuse or
unuthonzed release of student personally idenuifiable iformation, District 19 shall ierminate the contract with the Vendor, except
that Dastrict 14 is not requircd to iermiate the contmet if the Vendor temminates the contract with the subcontmetor as soon us possible
after the Vendor knows or has reason 10 know of the initial or subsequent subcontractor's matenal breach

(d) Tor pumases oof thas section and section “data destruction”, o siudent may vonsent to the use, shanng. or retention of the

student’s studeni persunally identifiable infonmation only i the student 1s at least eighteen years of age ur Iegally

emancipated

Data Security and Data Destruction
1) The Vendor shall maintain 8 comprehensise mfonnation security program that is reasonahly designed 1o protect the securily,
privacy. confidentiality, and integrity of student penonally identifiable information The informalion security program musi tnohe use
ol appropniate admimisirutive, lechaolagical, and physical sateyuands.
(2) During the term of a contract between the Vendor and istrict 19, if District 14 requests destruction of a student’s student
personally sdentifiable information collected. generated, or infermed as u sesult of the contruct, the Vendor shall destroy the information
as soon us practicable ofler the date of the request unless:

(3) The Vendor obtains ihe consent ol the student or the student’s parent 1o retan the student's studem personally identifiable
information, ar

(h) The student has transtemred 1o another public education entity and the recerving public education entity has requesied that
the Vendur retam the student’s student personally dentifiable infonmation
(3) Following the termination or conclusion of this contract, the Vendaor shall, within the time period specified in the contract, destioy
all student personally idemifiable information collecied, generated, or inferred as a resull of the contract. If the cuntract dues not
specify a persad fur destruction of student persanally identitiable infurmation, the Vendor shall destroy the information when the
nlonmation is no tonger necded for the purpose of the contract hetween the Vendar and District 14 The Vendor shall aatifs Disirict
t4 of the date upon which all of the student personally identifiable informanen s destroyed
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